
DEPARTMENT OF THE ARMY
UNITED STATESARMY INTELLIGENCE AND SECURITY COMMAND

FREEDOM OF INFORMATIONIPRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPLY TO
A TTENTION OF:

June 12,2001

Freedom of Information!
Privacy Office

Mr. John Young
CRYPTOME
251 West 89th Street
Suite 6E
New York, New York 10024

Dear Mr. Young:

References:

a. Your Freedom oflnformation Act (FOIA) request of March 29,2001 for records
concerning various dossiers. Your request was received in this office on April 18, 2001.

b. Our letter of April 20, 2001, informing you that additional time was needed to review the
records and we were unable to comply to the 20-day statutory time limit in processing your
request.

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request. The records are enclosed for your use.

We have located the enclosed records pertaining to East German Intelligence Services
Tradescraft, ZF400211 W. We have completed a mandatory declassification review in
accordance with Executive Order (EO) 12958. As a result of our review, information has been
sanitized from the records and 38 pages have been withheld in their entirety as it is currently and
properly classified SECRET and CONFIDENTIAL according to Sections 1.3(a)(2), 1.3(a)(3),
3.4(b)(1) and 3.4(b)(6) of EO 12958. This information is exempt from the public disclosure
provisions of the FOIA pursuant to Title 5 U.S. Code 552(b)(1). It is not possible to reasonably
segregate meaningful portions of the withheld pages for release. Fees for processing this request
are waived. A brief explanation of the applicable sections follows:

Section 1.3(a)(2) ofE012958 provides that information shall be classified
SECRET if its unauthorized disclosure reasonably could be expected to
cause serious damage to the national security.
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Section 1.3(a)(3) of EO 12958 provides that information shall be classified
CONFIDENTIAL if its unauthorized disclosure reasonably could be expected
to cause damage to the national security.

Section 3A(b)(1) of EO 12958 provides that classified information more that
25 years old is exempt from automatic declassification if it would reveal the
identity of a confidential human source, or reveal information about the
application of an intelligence source or method, or reveal the identity of a
human intelligence source when the unauthorized disclosure of that source
would clearly and demonstrably damage the national security interests of the
United States.

Section 3A(b)( 6) of EO 12958 provides that classified information more than
25 years old is exempt from automatic declassification if it would reveal
information that would seriously and demonstrably impair relations between the
United States and a foreign government, or seriously and demonstrably undermine
ongoing diplomatic activities of the United States.

In addition, information has been sanitized from the records and the same seven pages
withheld under the (b)( 1) are also denied in their entirety as the release of the information would
reveal the identity of confidential sources and sensitive intelligence methods. This information is
exempt from public disclosure pursuant to Title 5 U.S. Code (b)(7)(D) and (b)(7)(E). The
significant and legitimate governmental purpose to be served by withholding is that a viable and
effective intelligence investigation capability is dependent upon protection of confidential
sources and sensitive investigative methodologies.

The withholding of information by this office is a partial denial of your request. This denial is
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the FOIA. You may appeal this decision to the
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the
60 day period, the case may be considered closed; however, such closure does not preclude you
filing litigation in the courts.

Coordination has been completed and we have been informed by the Central Intelligence
Agency (CIA) that their review disclosed information that is exempt from public disclosure
pursuant to Title 5 U.S. Code 552 (b)(1) and (b)(3) ofthe FOIA. To aid you in identifying the
CIA exempted information; we have bracketed it in black.
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The withholding of the information by the CIA constitutes a partial denial of your request and
you have the right to appeal this decision to the Agency Release Panel within 45 days from the
date of this letter. If you decide to file an appeal, it should be forwarded to the following: Ms.
Kathryn 1. Dyer, Information and Privacy Coordinator, Central Intelligence Agency,
Washington, DC 20505. Please explain the basis of your appeal. Cite CIA F-1998-0764
assigned to your request so that it may be easily identified.

We have also been informed by the Fcderal Bureau ofInvestigation (FBI) that two pages are
denied in their entirety pursuant to Title 5 U.S. Code 552 (b)(1).

The withholding of the information by the FBI constitutes a denial of your request and you
have the right to appeal this decision. If you decide to file an appeal, it should be sent to the Co-
Director, Office of Information and Privacy, U.S. Department of Justice, Flag Building, Suite
570, Washington, DC 20530-0001. The envelope and the letter should be clearly marked
"Freedom ofInformation Appeal" or "Information Appeal". Please cite FBIIP A #424,892
assigned to your request so that it may be easily identified.

We are continuing to review records regarding other titles you have requested and will
respond to you by separatc correspondence when our review is complete.

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677-
4742. Please refer to case #802F-01.

S incerel y,

Russell A. Nichols
Chief, Freedom of Information/

Privacy Office

Enclosure
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1. NAME OF SUBJECTOR TITLE OF INCIOENT ~ SUBMITTED

6 January 1959
Espionage in USAREUR 3. CONTROL SYMBOL OR FilE NUMBER
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n/766/002l90

~. REPORT OF FINDINGS

On 2} December 1958, Confidential Informant G-16, who bas f'urnished
reliable information in the past, reported the following information.
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On 18 April 19$6, a
Group, APO 800, us At'JI'IY,and
InfoIWi tlont

G<rnUJ
(roo)

check of this Regi8try, Begion II, 66th crc
the )rewal8d th8 following

No re cord.

:- No 1"8cord.- No record.

MAIER - No:record.
BRAUN - Not identifiable.
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Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

k1J Information has been withheld in its entirety in
accordance with the following exemption(s) :

5 use 552 (b) (1) 6 use 552 (b) (7) (0)

It is not reasonable to segregate meaningful portions of the
record for release.

LJ Information pertains solely to another indiv;:;ual with no
reference to you and/or the subject of your request. < .

c=J Information originated with another government agency. It has
been referred to them for review and direct response to you.

lJ Information originated with one or more government agencies.

We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.
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